Swim Ireland Parental checklist for Social Media (August 2017) 5 i \ \“a

Snapchat (minimum age is 13)

Snaps are only shown for a brief time and seem to be gone, however, Screen shots can be
taken and user will be notified.
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Instagram (minimum age is 13)

You can REPORT an image by clicking on the ... (3
dots) and choosing Report. You will then be asked
to choose why you wish to report the image.

You can REPORT an account in the same way by
going to the user profile and selecting the ... (3
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Facebook (minimum age is 13)

e Set privacy settings to the following:

Create Page

Manage Pages

Create Group

New Groups

Create Ads

<

Activity Log

Advertising on Facebook

‘ News Feed Preferences

Settings
Log Out

e Check that the profile image used
is appropriate and doesn’t give
away personal details e.g. school

uniform.

e Turn off location settings so that
check ins and photos do not show @ camens
your location. You can change the
access to NEVER by entering the ) otons iness
Settings section of your PHONE not

the APP.
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o* General Privacy Settings and Tools
1 security

Who can see my stuff? Who can see your future posts?

Privacy

] Timeline and Tagging
© Blocking

[ Language

Who can see your friends list?

friends of friends or Public?

@ nNotifications Who can contact me?

Limit the audience for posts you've shared with

Friends Edit

Friends Edit

Limit Past Posts

Who can send you friend requests? Friends of friends Edit
[ Mobile
Who can look me up? Who can look you up using the email address you  Friends of friends Edit
Public Posts yeutpEng 5
provided?
B Apps Who can look you up using the phone number Friends of friends Edit
TP Ads You provided?
& Payments Do you want search engines outside of Facebook  No Edit
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[ videos
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< Settings Privacy { Privacy  Location Services < Location Services Facebook
Share My Location ALLOW LOCATION ACCESS
Location Services on
This iPhone is being used for location sharing
Never
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oy Apple Watch Faces While Using the App
Calendars
& camera 1 Always
Remindefs —
Cameras
& Photos

@ chrome
@ compass
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Bluetooth Sharing
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@ Health

Homekit
Find iPhone

Foursquare
As applications request access to your data, they willbe
added n the categories above.

Google Maps %

D> B

Twitter (minimum age is 13)

By its nature Twitter allows users to give their opinion and share their thoughts however
there are some things you can do to safeguard your child’s use of this app by visiting the

privacy settings as shown below:

Q sanFrancisco, CA & blog.twitter.com
@ Born on 21 Marta

166 FOLLOWING  61.6M FOLLOWERS

TWEETS ~ TWEETS &REPLIES ~MEDIA L

3 Twitter Retweeted
The Weather Channel @ .. -3d
% Join us for a never-before-seen
digital experience: a live stream
event of #Eclipse2017 @ Watch it
live on 8/21 at
eclipse2017.twitter.com
S ———T—
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Home  Explore  Notfications Messages

Settings and privacy
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>
/ Turn on night mode

QR code
Lists
Drafts
Moments
Help

Log out

[ Cancel
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Settings and privacy  Done < Privacy and safety Done

Account Protect my Tweets

Timeline only yff current followers and people you approve

in th#future will be able to see your protected
Tyfets. Learn more
Notifications

Receive Direct Messages from
anyone

Privacy and safety

If selected, you will be able to receive messages
General by

itter user even if you do not follow.
them. Learn more

Send/Receive read receipts 0

When someone sends essage, people in the
conversation wil know’ you've seenit. If you
turn off this setting, you won't be able to see read
receipts from other people. Learn more.

Display asl sound

Data usage

Accessibility

About Twitter

Photo tagging off

Personalization and data Allow all
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< Privacy and safety Done

Discoverability

Let others find me by my email O
address

Let others find me by my phone
number

You need to add a phone number for this setting,
Add now

Contacts

“This helps you connect with people. Learn more

Safety
Blocked accounts
Muted accounts

Muted words
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e Select Protect my Tweets so only followers can see tweets from
you

e Select Phot Tagging and change the setting to People | Follow can Tag Me

e Turn off discoverability by email and phone number

e |tis advised that you also turn off location services for Twitter as per the instruction
above for Facebook.

Talking about the apps

The above tips for social media use are a good start to safeguarding young people online,
however the most effective tool is conversation and making sure your child is aware of their
digital footprint and online risks. Getsafeonline.org have put together some questions for
parents to get their young people talking about internet safety:

e Do you really know everybody on your “friends’ list?

e Do you know how to use and set privacy and security settings? Can you show me how?

e Do you ever get messages from strangers? If so, how do you handle them?

e Do you know anyone who has made plans to meet someone offline that they’ve only
ever spoken to online?

e Are people in your group of friends ever mean to each other, or to other people, online
or on phones? If so, what do they say? Has anyone ever been mean to you? Would you
tell me about it if they were?

e Has anyone at your school, or anyone else you know, taken naked or sexy photos and
sent them to other people, or received photos like that?

Some other useful websites and videos include:

e https://www.webwise.ie

e https://thecpsu.org.uk/

e https://h2bsafetycentre.com/

e www.02.co.uk/help/nspcc/child-protection

e www.ceop.police.uk

e www.childnet.com
e https://www.saferinternet.org.uk/advice-centre/parents-and-carers

Future updates

We hope this helps and we will endeavour to keep this up to date as new apps arrive; if
there is something we have missed or an app that is particularly prevalent in your club let us
know and we can include it the next update.
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